MysHIHNA LHOE obwmeobpalosarensnoe YupeRienne
Beanckan cpeanan ofimeobpazosatesnnas WKOI3

PACCMOTPEHO YTBEPXKIAIO
Ha YTpasnsiomeM copete , Aupextop MOY «Bensexas COLLLy
LIKOJTRI : o M.A.Cronbkoa

Ipotokon Ne 4 - «05» nexabps 2024 r

. 2024 p
oT «05» nexabpa 2024 (Fpuxas No28§/5)

IOJIOKEHUE
OB ONPEAEJIEHHH YT PO3 BE3OIIACHOCTH
HEPCOHAJIBHBIX JAAHHBIX, AKTYAJILHBIX [TPH
OBPABOTKE INEPCOHAJIBHBIX JAHHBIX B
HH®OPMAIIHOHHBIX CUC TEMAX IEPCOHAJIbHBIX
AJAHHBIX

Beantii
2024



Hactosmee nonoxenne o6 onpemeienun  yrpos  6e30macHocTH
NCPCOHANBHBIX JaHHLIX, aKTYaJIbHBIX NMpH 00paboTke MEPCOHANLHREIX NAHHLIX B
HHOPMAIMOHHEIX CHCTEMAax MEePCOHANBHBIX JAHHBIX [IKO/IbI paspaboTaHo B
cooTBETCTBHM ¢ Konetutyuned P®, ejgepanbHeM 3akoHoM ot 29 aekabps 2012
r. N 273-@3 "O6 obpasosannu B Poceniickoit ®enepanun”, yactsio S ctateu 19
QenepanpHOro 3akona ot 27.07.2006 Ne 152-®3 «O nepcoHAIBHBIX JAHHEIXY,
Yerasom MOY «bensckas COIl»,

1. O6mne nonoKenus

L.1. Yrpossi GesonacHocTH NEPCOHATLHEIX AAHHBIX, AKTYATbHEIC [pH
00paboTKe TIePCOHANbHBIX AAHHAIX B HHOOPMALMOHHLIX CHCTEMAX TIePCOHAIbHBIX
AGHHBIX B IIKOne (manee - AKTyansHbie Yrpossl Gesonacmoctu WMCI1In),
OIIPENCNICHBl B COOTBETCTBHH C 4acThi0 5 crarbH 19 Depepanbroro 3akona ot
27.07.2006 N 152-®3 "O nepcoHateHBEIX JanHBX", NOCTAHOBICHHEM
lpasutenscTea  Pocewiickoii @emepanmu ot 01.11.2012 N 1119 "06
YTBEPIKACHHH TpeDoBaHmil K 3alMTe NMEPCOHATBHEIX JAHHBIX MpH HX 06paboTke B
HHQOPMALMOHHBIX CHCTEMAX MEPCOHATLHEIX AanibiX", NpHKA3Iom Denepanshoii
CityObl 110 TEXHHYECKOMY ¥ IKCIOPTHOMY KOHTpomo (nanee - ®CTIK Poccun)
or 11.02.2013 N 17 "O6 yrsepaaenun TpeGosanuil 0 samure MHpopmarmy, He
COCTABNAIOMIEH FOCYapCTBEHHYIO TaliHy, cozepkalleiics B TOCYIAPCTBEHHBIX
HiIpOpMALHOHHBIX cHetemax”, mpukazom ®CTIK Poccnm or 18.02.2013 N 21
"O0 yrBepxkaenun CocTaBa H CONSpkaHns OPraHn3alHOHHBIX H TEXHUYECKHX Mep
no obecreycnuio 0E30NACHOCTH NEPCONANLHBIX JAHHLIX npH ux obpaboTke B
HHOOPMAIIMOHHBIX CHCTEMAX [ePCOHATRHEIX JaHHBIX", npukazom denepaibHoi
cryk061 OesonacHocTH Poccriickoit @enepaumu (nanee - ®CH Poccun) or
10.07.2014 N 378 "O6 yreepkaenun CoctaBa u CoAepKaHUi OPraHH3aHOHHBIX 1
TEXHHYECKHX MEp 110 obecneuennio 6e30NacHOCTH TePCOHAIBHBIX TAHHLIX NPH HX
obpaboTke B HH(OPMALMOHHBIX CHCTEMAX NEPCOHATBHBIX  JAHHBIX ¢
HCIOML30BAHMEM  Cpeacts  kpunTorpaduueckoil  sammTel  mHbOpMaIHi,
HECOOXO/HMBIX U1 BLIIOJIHEHHS YCTaHOBIEHHLIX [IpasTentersoM Poccuiickoit
Denepamn TpebOBaHMI K 3aMIATE NEPCOHANBHBIX MAHHBIX JUIS KAKIONO M3
YPOBHEH samHIleHHOCTH", MeTOAHKOH onpemelienns aKTYalbHbIX Yrpo3
De30MacHOCTH NEPCOHANBHEIX AAHHLIX NPH HX 00paboTke B MHGOPMALIMOHIBIX
CHCTEMAax MEPCOHAILHBIX NaHHBIX, YTBEPKICHHON 3aMecTHTeNeM JIHPEKTOpa
DCTIK Poceun 14.02.2008, MeToanyecKHMH peKOMeHAAMMAMH 110 paspaboTke
HOPMATHBHBIX  MPABOBBIX  AKTOB, ONPEACHMAIOIMX  YIPO3bl  OS3OMACHOCTH
NEPCOHAIBHBIX NAHHBLIX, aKTyalbHbie npH oOpaboTke NEPCOHANLHLIX [AAHHBIX B
HHPOPMALMOHHBIX CHCTEMAX NEPCOHATBHBIX JAHHBIX, IKCILIYATHPYEMbIX TPH
OCYIUECTB/ICHUH  COOTBETCTBYIOMINX BWJI0B JAEATENLHOCTH, YTBEPAIEHHIMH
pykosoacTBoM 8-ro lLlentpa ®CB Poccun ot 31.03.2015 N 149/7/2/6-432,
ba3zoBoii monenbo yrpo3 6Ge30nacHOCTH MEPCOHANBHBIX  JIAHHEIX Npy  HX



o6paGoTke B MHOOPMAUHOHHBIX CHCTEMAX NCPCOHAILHDBIX TAHHBIX, YIBEPAACHHOH
samecturenem aupexropa ®CTIK Poccun 15.02.2008, 1 BaHkoM JaHHBIX YTpo3
GesonacHOCTH MHMOPMALMK, PASMEIIEHHBIM HA O(ULIHATLHOM caiite ®CTIK
Poccuu (http://bdu.fstec.ru).

1.2. Axryanehsle yrpossl Gesonacuoctd MCIJlm conepikar nepetchb
AKTYATBHBIX YIPO3 0e30M1acHOCTH NEePCOHAIBHBIX JIaHHBIX [PH HX obpaboTke B
HHQOPMAIHOHHBIX CHCTEMAX MEPCOHANLHBIX AaHHLIX (manee - UCT1JIH) HIKOJbL

1.3, Axryansusie yrposst Oesomacrocty UCTI/In mouiexar ajantauuy 8
xoae paspaboTKH OpraHaMu BJAcTH HaCTHBIX Mojeneil yrpos 0e30macHOCTH
NepCOHANBHBIX JAHHBIX JIs Kak10H urhopMalHoHHoi cuctemsl (nance - UC).

1.4. TIpu pa3paboTke YacTHBIX MOCNeH YTpos 0e30MacHoCTH EPCOHANIBHBIX
[AHHBIX NPOBOIUTCA AHAIH3 CTPYKTYPHO-(YHKIMOHAIBHLIX XapAKTEPHUCTHK UC,
SKCIIYATHPYEMOH [MIpH OCYIICCTBASHHUH IIKONOH (GyHKOHA W TONHOMOHHWH, a
TAKHKE IPHMCHAEMBIX B Hell HHPOPMALUMOHHBIX TEXHOJIO0rAH ¥ 0CODEHHOCTCH ¢
QYHKUMOHHPOBAHHSA, B TOM HHCIC € HCIONB30BAHHEM BaHKa JIAHHBIX YIPO3
Be30N4CcHOCTH HHpOPMALHH.

1.5. B wacTHOH Mogenu yrpos 0De30nacHoCTH MEPCOHATBHBLIX HaHHBIX
YKA3bIBAKOTCH:

onucadue UCTIIn W ee CTpYKTYPHO-GYHKLHOHATEHBIX XAPAKTEPHCTHES

omMcaHne yrpo3 Oe30MacHOCTH MEPCOHAIBHBIX JIAHHBIX € YHCTOM
COBOKYIHOCTH TPENONoXkenuii o crocobax, TOJArOTOBKE H MPOBSCHHR ATak;

olMcanie BO3MOKHBbIX yassuMmocTed HMC, cmocoboB peanu3amul  yrpos
GesonacHocTd  wHpOpPMauuu W TOCJHSHNCTBMH  HapyleHuid  OC30MACHOCTH
HH(POPMALIHH,

1.6. Obbexramu uHpoOpMaTH3amuk B wmxone peicTynaieT MC, uMmelomiue
CXOMHYIO CTPYKTYpPY H OQAHOTOUEHHOE HOAKIIOUEHHE K CCTAM ob1ero
HOMb3OBAHHA W (HiM)  MAGOPMAUMOHHO-TENCKOMMYHHKALUMOHHOH — CeTH
"Unrepret" (uasee - cerb "HMutepHer") Hepes BbIACICHHYIO HHOPACTPYKTYPY -
MEKBEIOMCTBEHITYIO CeTh nepeatn aauabix Teepekoii obnacTy.

1.7. B 3aBHCHMOCTH OT KOHKpeTHOro ofbexra HHGOPMATH3aLHH UC B
LIKOJIE JICNATCA HA JIBa BH/IA!

nokansas UC, paboune mecta H Gasbl AaHHLIX KOTOPOH PACMONOKEHLI B
npeaenax OJIHOTO 3AaHH}

pacnpencnennas UC, paboune MecTa KOTOPOH pacnooimenhl B NPeaeiax
ONHOTO 3aHus, a 0a3bl Hanuuix xpamstces u oOpabarsisaiores B LleHTpe
00paboTKH AaHHBIX [TKObL. :

1.8. Basuwl  pgadHeiXx  uudopMmannn, ©  HCNOAB30BAHHEM  KOTOPLIX
ocymecTBisOTest  cOOp, 3ANMCh, CHCTEMaTH3allMd, HAKOIIICHHE, XpaHEHHE,
yrouHenHe (oOHOBICHHE, HW3MEHEHHE) MEPCOHANLHBIX  JIAHHBIX  IPAAIAH
Poceuiickoii Dejepaltin, Haxoasates na repputopun Poceniickolt @enepauun.

1.9. Bpon nepconasibHbix ganHuix B HMC H BeBOA A3HHBIX W3 HC
OCYILECTBISIOTCH € HCMO/b30BaHHEM OYMKHBIX M DJICKTPOHHBIX HOCHTENCH
undopMartii, B kayecTse 3EKTPOHHBIX HOCHTENCH HHOPMALIMK HCTONL3YIOTCH
VUTEHHBIE CHEMHbIE HOCHTENH HH(POPMALHA M ONTHHECKUE JHCKH. Hoctyn K




HCI1[1 orpaniyen nepedsemM cOTPYIHHKOB LIKOIEI, SBAAIOIAXCH BAALCTbLEM
HC.

[.10. Tlepepaua mepcoHaiIbHBIX AHHBIX B IpYTHE OpraHv3alMe M B
TEPPHTOPHA/ILHBIE OpPraHbl (GelepaibHBIX OPraHOB HCHOJHHTENBHON BIACTH MO
ceTAM 00lIEero none3oBaHus M (MIM) ceTH "MnrepHer" ocymectTsiseTcs
HCTIONB30BAHHEM CEPTHOULMPOBAHHEIX MM(PPOBATBHBIX (KpHITOrpadHYECKUX)
CPeACTB 3alUMTHl HHpopManuu (aanee - CK3U).

1.11. Kontponupyemoii 3omoii MC ssasrores AIMHHHCTPATHBHLIE 3aHH
IMKOJBL, B mpenenax KOHTPONMpYEMOiH 30HB  HAXOUNTCS paboune MecTa
TMOJL30BATE/ICH, CEPBEPLI, CETEBOE W TEIEKOMMYHHKAIMOHHOE obopynosanue WC.
Bre xonrponmpyemoii  30HBI  HAXOUSTCH  NWHHM [IEpefaynl  NaHHbIX W
TCICKOMMYHHKAIMOHHOE 000pPY/I0BaNHe, MCTIONb3YyeMOe uis HH(DOPMALIHOHHOTO
0DMeHa 110 ceTsM 00LIEro NONB30BAHMS | (MITH) ceTH "Hureprer".

[.12. B aAMHHHCTPATHBHBIX 3MAHAAX LIKOIbI;

HoKeH ObITh OPraHH30BaH MPONYCKHOH PEKUM!

AOJKHO OBITh MCK/IOYEHO HEKOHTPOJMPYEMOE npebblBaHHe MOCTOPOHHHX
MM H  HEKOHTPONMpYeMOe TepeMeienne (BBIHOC 34 nNpefeisi  31aHus)
KOMITBIOTEPOB H OPITEXHHKH;

MOMEUICHHA CO CPEACTBAMH BhIYHCIUTENBHON TEXHMKH NO/KHLL OBITh
00OpYIOBAHET 3aMHPAIOIIMMHCA ABEPAMH H ONICYATHIBAIOLIHMHA yeTpoicTBaMu;

AOTMOMHHTENLHO MOXKET OBITh OpPraHM30BaHO BHICOHADIIONEHME B
KOpHAOpax, BeCcTHOIONAX H Xomnax.

1.13. 3ammta nepcomanbubix Aannubx 8 MC wkombl M cersx o6uero
[0/b30BaHKA, NoAKmoYaemMbIX K cetd "Hurepuer”, obecneunsaercs CPENCTBaMM
3aWATH HHGOpMauuy (nanee - C3H):

C3M or HecaHKIMOHUPOBAHHOIO J0CTYyNA, ceprHhHHpoBanHsME DCTIK
Poccrn, ne mmke 4 yposus KowTpoms OTCYTCTBHSI HEJEK/IaPHPOBAHHBIX
BOIMOKHOCTEH (namee - HIIB):

CPEACTBAMH  AHTHBHPYCHOH 3awiThl, cepruduuuponanusiMy  OCTOK
Poccuu, He Huke 4 knaces;

MEWKCCTCBbIMI  DKpanamu, cepruuumposanibivie OCTIK Poccun, wue
HH¥KE 3 Knacca;

CK3H, dopmupyomumMs  BUpTYanbHele  wacTHbie  ceTH (VPN),
ceprupuuMporasHbiME GCE Pocenn no kiacey KC | u Bbiine;

crcTeMami OOHAPYKEHHS BTOPKEHHA He HIDKe 4 kiacea;

CPCACTBOM TOCYApCTBEHHOM cHcTeMbl OGHApYKeHHS, NPEAYNPERICHHS H
JHKBHIAMNH TIOCNE/ICTBHH KOMITBIOTEPHLIX aTak Ha MHGOPMAlHOHHbIE pecypesi
Poccuiickoii ®egepanun,

2. Xapakrepucerukn Ge3onacHocTH HH(POPMAUHOHHBIX CHCTEM MEePCOHANbHBIX
JAHHBIX

+
2.1. OcnoBubiME CBOiCTBaMH Ge301acHOCTH UHQOPMALIHK ABAAIOTCS:
KOH(PHICHUHAILHOCTD - 0083aTeIbHOE A8 COOMTI0IeH S OlIEPATOPOM HIIH
WHBIM TIONYUHBIIAM JOCTYN K MEPCOHAILHLIM JIAHHBIM JIHIIOM TpeGoBaHue fe
AOIYCKATh HX pacnpocTpaneHus 6e3 cornackst cyGbekTa NepeoHANLHBIX NAHHBIX
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WIIH HAJTHYHS HHOTO 3aKOHHOTO OCHOBANHS;

EJOCTHOCTD - COCTOSIHHE 3alHIIEHHOCTH HHPOPMALIHH, XapakTepH3yeMoe
criocofnocTeio MC obecneynBare COXpaHHOCThL H HEH3MCHHOCTE MH(QOPMALHH
MpH MONLITKAX HECAHKIMOHHPOBAHHEIX BO3JeicTBHIl Ha Hee B [pouecce
0DpaboTKH HITH XpaHEHHS]

AOCTYNMHOCTL - COCTOAHWE HHpoOpMalHM, [OpH KOTOpoM cyObexibl,
MMEIOlLIHe [IpaBa J10CTYIa, MOI'YT Pealn3oBars HX OeclpensaTcTBeHHo.

2.2, llon akryansHeIMM yrpozams Oe30NacHOCTH TMEPCOHANBHBIX JAHHBIX
MOHAMAETCH COBOKYMHOCTE YCNOBHI W (akTopoB, CO3MAIONIMX aKTYAILHYIO
ONACHOCTh HECAHKIMOHMPOBAHHOIO, B TOM YHCAC CAYYaHHOro, AOCTYNa K
MEPCOHANEHEIM JNaHHEIM TIpH ux oOpaborke 8 MC, pesynsratoM KOTOPOTO MOIYT
CTaTh YHHUTOXKEHWE, H3MEHEnHe, O10KHPOBaNHE, KOMHPOBaHHE, TPe/IOCTABICHHE,
pacmpocTpaHeHHE MNEPCOHANLHBIX JIAHHLIX, @ TAKKE HHBLIE HEenpaBoMepHbie
JEHCTBHA,

2.3. B 3aBucumoctH o1 coctasa 00padaTbiBacMblX EPCOHWILHBIX JaHHBIX H
THIIA AKTYAILHBIX YIPO3 HEODXOAMMBIH YPOBEeHb 3alUMIIEHHOCTH [EPCOHAIBHBIX
naunsix i kaskaoit MCLDa onpenensercs HHAWBHIYAIIBHO,

24, Jns WUCTIAn opraHoB BAacTH aKTYanbHbl yrpossl OesonacHocTH
[EPCOHAILHBIX [aHHbIX TPETbEr0 THIIA, He cBA3aHHbie ¢ Haauunem HJIB B
CHCTEMHOM M NPUKAZOHOM [porpaMmHoM obecnieveHun (manmee - [10),
ucnonszyemom B UC.

3. Ilpamenenue cpelcTs KpunrTorpaduteckoii 3auThl HHPOPMALHH B
HH(POPMATHOHHBIX CHCTEMAX NEPCOHAIBHBIX JAHHBIX

3.1. Axryanwsocrs mpumenenns B HCI1/In opranos Bnacth CK3H
OnpeaenseTed HCOOXONMMOCTRIO 3alIHTEl NEPCOHANBHBIX JaHHBLIX, B TOM YHCIE
npH MHQOPMAIMOHHOM OOMEHE Mo ceTsM CBa3H ODMIEro noab30BaHMs W (WIH)
cetu "Murepuer”.

3.2. CK3M npemnasuatcHb!l Ans 3amMATHl HHQOPMAHH OT jelcTBuil co
CTOPOHBI JIHIL, HE UMEIOLIHX NMPaBo J0CTYNA K 2TOH HHOPMAaLIHH.

3.3, TIpUHATEIMH OPraHU3alMOHHO-TEXHHYECKUMH MEPAMH B LUIKOJE
JoMKHa ObITh  HCKIMIOUEHA BO3MOMKHOCTL HECAHKIMOHMPOBARHHOIO IOCTYMA
NOTEHIHAILHOIO HApYLUHTENs K Kito4eBoi mHdopmaunn CK3H.

34, Ilpu oxcnnyarauun CK3M  pomxuel  cobmonarses  Tpebosanus
DKCIUTYaTallMOHHO-TEXHHYECKOH JokymeHtaumu Ha CK3WM wu  Tpebosanus

JICHCTBYIONIHX HOPMATHBHEIX [PABOBLIX AKTOB B 00NacTH peanuzaluu |
akciuryatauun CK3H.

3.5. IMna obecriedenus 0e30MacHOCTH TNEPCOHANBHBIX J@HHLIX TPH HX
obpaborke 8 MCII[n wucnoawzyiores CK3M, npomeammue B YCTAHOBISHHOM
nopsAike NpoLeLypy OLUEHKH COOTBETCTBHA.

3.6. OObexTamu 3amuTel B UCI1/1H ssnsrores:

MepcoOHANLHEIE TaHHbIE;

cpeacTsa KpunrorpahHyHeckoi 3ammTsr HHOOPMALIHK;

cpena pynkuuoruposaans CK3H (nanee - Ch);




MHQOPMALIHA, OTHOCALIAACA K KpHITOrpadu4eckoli 3aimTe nepeoHaibHbIX
M@HHBIX,  BKIIOWAS  KIIOYEBYIO, [MApPOABHYID H  ayTeHTU(OHIIHPYIOLLYIO
nudopmanmio CK3H;

HOKYMCHTBI,  [eid, JKypHANLl, KapTOTeKH, W3JaHud, TeXHHUecKHe
AOKYMEHTBI, padoune MaTepuamdbl ¥ T. [., B KOTOPBIX OTDAMEHA 3alMINacMas
undopmanns, ornocawascs k¥ MCTIOu w ux KpHOTorpaguyeckoil sammre,
Bmodas  jokymentaumio Ha CK3HM H Ha Texnuueckue W rnporpamMmubie
KOMITOHEHTHI cpe/ibl yHKIMonnposanns CK3U;

HOCHTE/IH 3allHImaemMol HHGOpMalH, uenonssyemsie B MC B npouecce
KpANTOrpahuyeckoi 3aliMTEl NEPCOHANBHLIX AAHHBIX, HOCHTENM KIIOYEBOH,
NaponeHoH u ayTeHTHGuuMpytowel wadopmamuun CK3U u NOPSIIOK OOCTYIA K
HHM,

HCTHO/Ab3yeMBIE  MHOOPMALMOHHOW CHCTEMOH  KAHAIEI (JIMHHAM) CBH3M,
BKJTEOHAS Ka0eIbHBIE CHCTEMBL,

[OMELUCHHA, B KOTOPLIX HAaXomaTcd pecypenl MC, mmelowmue oTHOmEHE K
KPHIITOIPaHEECKOH 3allUTe 1EPCOHAILHEIX IAHHBIX,

3.7.  Peanmsaums yrpos  Ge30NACHOCTH  NEPCOHAIBHBIX  AAHHBIX,
obpabarsisaemeix B HCII/IH, onpenenserca BOMOKHOCTAMH HCTOMHHKOB ATak.
Ha ocHoBaHMM HCXONHBIX MAHHEIX 06 OOBEKTAX 3AIMTEI M MCTOYHMKAX ATAK B
Tabauue | ang wkosl onpejieneHsl 0D00IICHHBIE BO3MOMKHOCTH HCTOYHUKOB aTak,

Tabanna 1

Obobmennsie BO3MOKHOCTH UCTOYHHKOR ATaK Ja/Her

I 2

1. BO3MOMHOCTB CAMOCTOSATENBHO OCYIIECTBINTE CO3TAHNE CIOCOBOB
aTaK, NOArOTOBKY H NPOBEAEHHE ATaK TO/IBKO 3a MpejienaMH Ja
KOHTPOJIMPYEMOH 30HEI

2. BO3MOXKHOCTB CAMOCTOSITEJILHO OCYIIECTBAATE CO3/aHHe CIOCOBOB
aTaK, NOArOTOBKY W MPOBE/ICHHE ATaK B MPEeNax KOHTPOIHPYEMOH
30HBI, HO O€3 pu3HUecKoro JOCTYNA K ANNAPaTHEIM cpencTsaM (janee -
AC), Ha koropsix peannsosansl CK3H u cpena ux (yHKIMOHMPOBAHHS

Ja

3. Bo3MOKHOCTS CAMOCTOSTENBHO OCYILIECTRISTE CO3AAHNE CITOCOBOB
aTak, MOATOTOBKY H [POBEACHHE ATAK B MPENIENaX KOHTPOIHPYeMoil Her
30HbI ¢ (pr3HIecKUM A0cTyNoM K AC, Ha KOTOPBIX peanuzosans CK3U 1

cpesia uX QYHKIHOHHPOBAHUS

4. BO3MOMKHOCTD IPHBIEKATH CTICHHATHCTOB, HMEFOITHX OIbIT
paspaborku W aranusa CK3U (skmiovas creuuainctos B o6iacT

aHa1H3a CHI'HANOB JIHHEHHOH MePe/lauyt H CHIrHATOB MoOoYHOro e
JICKTPOMArHHTHOTO H3y4eHHs W HaBogok CK3HM)

5. BO3MOKHOCTD IPHBNCKATE CHELMATHCTOR, HMEIOMIHX ONbIT

pa3paboTku u ananusza CK3H (siimoyas cneiluanucror B o6macty i

HCTIONB30BAHHA 115 PEATH3ALMH ATAK HEOKYMEHTHPOBAHHBIX
BO3MOIKHOCTEH MPHKIIAIHOTO NPOrPaMMHOTO 0Bece e s)




6. BoamokHOCTE [NPHBIIEKATE CNICITHAIHCTOR, HMEIOUIHX OIILIT
paspaborku u anammsa CK3H (Bkmioyas cnennanmeros n obsactn
HCIIOAB30BAHUS 14 PCAJIM3ALAH aTak HENOKYMCHTHPOBAHHLIX
BO3MOXHOCTEH annapaTHoro | n

POTPaMMHOTO KOMIIOHEHTOR Cpe /bl

Her

KOHTPOIHPYEMOH 30HE

l

| byuruHorHpoBanus CK3H)
3.8. B coorserctum ¢ 060GmEHHBIMY BOIMOMKHOCTAMH MCTOMHHKOB ATAK
(taGamna 1) onpeneneHm e AKTYAlbHbIE  YTOYHEHHBIE BO3IMOMKHOCTH
HAPYIIHTEICH H HANPABICHHS aTaK (COOTBETCTBYIOMIME AKTYATBHBIE YTPO3GI fs
HC) (tabnuua 2).
Tabanna 2
[ 3 AKTYanbHOCTE
YTounéHHele i
HCIIONL30BaHKS
N (mpumenenns)
Hapymurenei u P :
s O6ocnosanme orcyreTBms
HAMpaBjIeHUY aTak
MOCTPOCHHSA H
(cooTBeTCTRYIONMHE
aKTyanbHbIE YTPO3EL) peaH3aiiy
e arak |
1 2 3
| lposenenue atakn | Heakryansho [Tposonstes  paborsr  no noabopy
[IPH HAXOKAEHHH B IEPCOHANE; [peaCTaBHTENH
npejenax TEXHHYCCKHX,  OOCHYKMBAMOIIHX W

ApYTHX BCIOMOraTeNbHBIX CIyk0 npH
paboTe B noMemenuIx (cToiikax), rae
pacnionowenst CK3U, u corpyanukm,
HEe  ABIAIOIINECH  [10TB30BATENSAMH
CK3H, Haxonares B 9THX MOMELICHHAX
TONBKO B OPHCYTCTBHH COTPYIHHKOR
[0 IKCILTYATAIHH;

COTPYAHHKH, ABIAIOITHECH
nombzosarensMu MCIa, wo e
ABAAIOUIMCCA nonb3oBaTemimu CK3H,
NPOHHOOPMUPOBAHE O TIpaBHIIAX




pabore 8 UCI1/l1 u orBercTBenHOCTH |

34 HecoOuoaeHHe TIpaBuI |
obecneyenus DesonacrocTH
HHGOPMAITHK;

[10/L30BATENH CK3H1

MPOHH(GOPMHUPOBAHEL O  MpaBHIAX
pabotel B UCTI/IH, npasunax pabotsi ¢
CK3M u  orsercrseHnoctd  3a
HecoOmoene npasun  obecnedenys
OesonacHoctr undopmarmu;

MOMELIEHHS, B KOTOPRIX
pacnonaratoress  CK3M, ocHamens
BXOAHBIMH [BEPLMH C HANCHKHBIMH
3aMKaMH, oDecmeueHo  MmoCTONHHOE
3AKPLITHE  [OBEPEH nOMELleHHH Ha

3aMOK, " HX OTKPbITHE
OCYLIECTBIAETCH TOJIBKO s
CaHKUHOHUPOBAHHOTO [IPOX0/Ia;

YTBEPXKACHBITIPABHIIA JI0CTYTIA B

NOMCIIEHHS, THe  pacrnojararTes
CK3H, B pabouee Hepabouee Bpems,
a TAKKE B HELUTATHEIX CHTYALIHMIX;
YTBEPAK/ICH NIEepeveHs UL, HMEIOLIHX
NpaBo [0CTYNa B TMOMELIEHWs, e
pacnionaraiotes CK3H;
OCYLUCCTBIISETCH  pasrpaHuycHUE ¢
KOHTpPOJIL OOCTYMa monb3oBareiei K
3ALOHIIEEMBIM pecypeam;
OCYLICCTBIACTCS PErHCTPALHg U yuer
ACHCTBHIT NoJL30BaTENeH C I Tn;
OCYIIeCTRIIsAETCS KOHTPOIL
LEJIOCTHOCTH  CPEJICTB  3AlMTBI Ha
APM u cepsepax, mua KOTOPLIX
yeranosnenst CK3H, wucnomesyiores
CEPTHOHITHPOBAHHbIC C31 oT
HECAHKITMOHHPOBAHHOr O nocTyna
(nanee - HC);

HCTIONMB3YIOTCH  CEPTHOWIHPOBAHHLIC
CPENCTBA AHTHUBHPYCHOH AT

2. llpoBenenne arak na
Jrame  sKCnIyaTalMu
CK3H wua caenyiomme
00BEKTHI:

NOKYMEHTAIHIo Ha
CK3U u kommouentTs)

Heakryansio

[Iposoastess  paborer o nogbopy
epcoHana;

nokymentaimus Ha CK3U XpaHuTes y
OTBETCTBEHHOIO 3a CK3HM B
METANTHYECKOM celide;

MOMELLEHHS, B KOTOpBIX
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| Cp: MOMEICHN, B
KOTOPRIX HAXOHTCH
COBOKYITHOCTE
NPOrpaMMHEIX H
TEXHHYECKHX
AEMEHTOB
obpaborku
CIOCOOHBIX
PyHKLHOHHpOBATH
CaMOCTORTENLHO HIH B
cocrase CpejcTB
BBIYHCITHTE ILHO
TEXHUKH (nanee - CBT)
nCoD

cHCTEM
JAHHEIX,

|

PaclonaraloTea  JOKYMEHTAHA  Ha
CK3H, CK3M u KOMIoHeHTH (@,

OCHAUICHLl  BXOIHBIMHK ABEPEMH ¢
HAZCKHBIMI  3aMkaMB, obecrneveno
MOCTOAHHOE 3aKpLITHE nBepeit

MOMEIIEHHI Ha 3aMOK, M HX OTKpHITHE
OCYLIECTRIACTCS TONBKO Jins
CaHKIHOHMPOBAHIONO MPOX0/ia:
YTBEPIHICH MEPEUCHD JIMIl, HMEIOIIHX
Npaso JI0CTYNA B NOMeLIeHHs

3. Mosnyyenue B pamkax
NMPeA0OCTARNCHHEIX
MOJHOMOYHH, a Takke
B pesyabrare
Hab0 1eHnit
ClCayIoIe
HHDOPMALLIH;
CBEeCHHH 0
Qu3HTeCKHX Mepax
3ALATEL  00BEKTOB, B
KOTOPLIX  pasMenicHbI
pecypehi
HHOOPMaHOHHO
CHCTEMBI;

CBEACHMIH O Mepax no
obecrieyenuio
KOHTPOTHPYEeMO#H 30HbI
O0BLEKTOB, B KOTOPBIX
PasMelleHLl  pecypekl
HH(OPMALHOHHOT
CHCTEMEI,

CBEACHUH O Mepax no
PasrpaHA4YeHHIO
AOCTYNA B moMelleHns,
B KOTODBIX HAXOAATCH
CBT, ma xoropeix
peanusosansl CK3H u
Cd

AKTyansno

4, Hcenonesopanme
WITATHEIX cpencrs
| UCT1/1n,

AxTyasibHo




OTPaHHYEHHOE MepamMH,

PealH30BaHHBIMK B
HHpOPMaLMOHHO
CHCTEME, B  KOTOpOI

nenoaesyercst CK3H, u
HATPABICHHBIMHK Ha
NPELOTBPalleHHe "
npeceveHue
HECAHKLIMOHHPOBAHHBIX
JeHCTBHIH

3. Dusuueckuii Aoeryn | Heaktyansho Ilposogstes  paGoter o nonbopy
ik CBT, na xoropex HEPCOHANA; MOMEILEHHA, B KOTOpPBIX
peannsosanel CK3M u paciionaraiorcs  CBT, wa KkoTopeix
Co pacnonaraiorcs CK3H u  Co,
OCHAIICHB!  BXOIHBIMHM  [IBEDBMH ¢
JaMKamH, obecneYnBaeTes NOCTOSHHOE
3AKPLITHE  JABepedl nomMelieHMii  na
3AMOK H HX OTKPBITHE TONBKO jiis
CAHKIHOHHPOBAHHOIO NPOX0/1a
6. Bosmoxuocts | Heaxtyaismo [poBoasTcs  paborst o nosGopy
BO3AEHCTBOBATE Ha nepcoHana;
anmnaparrpie NOMELICHHS, B KOTOpbIX
KkoMmnonentTsl CK3H u pacnomaraiores  CK3M u (o,
Ch, OrpaHHYeHHas OCHAaILCHbI  BXOAHBLIMH  IBEPLMH ¢
Mepamu, 3aMKaMu, 00eCHeYHBACTCH MOCTOA HEOE
PeaTH30BAHHEIMK B 3AKphITHE  1Bepel  nomMemenuit g
HHOOpPMAIHOHHOT] 3AMOK M HX OTKDEITHE TONLKO IS
CHCTEME, B  KOTOpOI CAHKLIHOHHPOBAHHOIO NMPOX0a;
Henodassyeres CK3U, u MPEACTABHTEIH TEXHUUYECKHX,
HANpaBNeHHbIMH Ha 0DCIyIKHBAIOLL X H APYTHX
NPeHoTBpallieHHe ] BCTIOMOTATe/ILHBIX Clyk6 npu paGorte
[peceyeHme B HOMCHICHWSX  (cToMKax), rie
HECAHKITHOHHPOBAHHEBIX paciooxensl komnodenTsl CK3HM u
neicTamii CD, u corpynmuru, e ABJIATOLHECSH
nojibsosarensmu CK3H, waxomsites s
IMHX  [OMEIEHHSX  ToNbKO g
IPUCYTCTBHU COTPYIHHKOR no
IKCTITYaTamm
7. Bosmosknoers Heaktyansno | He OCYILECTRIAETCS obpaboTka
pacrnogarars CBEJICHHIH, COCTABJISIOLIHX
CBE/ICHUIAMH, FOCYAAPCTBEHAYI0 Taiiny, a Takwe
CofepKaLMMHCH B HHBIX  CBEACHHH, KOTOpBIE  MOTyT
KOHCTPYKTOPCKOF ITPEACTABIATE HHTEpec HEE
AOKYMEHTAITHN Ha PeaIn3auti BO3IMOKHOCTH
| annapaTHbie M|




MpoIpaMMHbIe
kommorenTs! CD

8. Bosmoxuocts | Heakryanero | He OCY LLECTBIACTCH obpaboTka
BO3IEHCTBOBATH Ha CBEICHHH, COCTABITAIONIHX
JNobele  KOMMOHEHTHI rocylapcTBeHHYI0 Taklny, @ TaKkKe
CK3H n CD HHBIX CBEIEHHH, KOTOpPBIE MOTYT

NpeACTARIATE HHTEpEC s

peannusanvi BOIMOGKHOCTH

4. Onpeneaenne AKTYAJbHBIX YTPo3 6e30MACHOCTH MEPCOHATbLHBIX AAHHLIX B
HH(POPMALHOHHBIX CHCTEMAX NEPCOHANTLHBIX AAHHBIX

4.1. Ha ocHOBE MPOBE/IEHHOTO aHaik3a DanKa JaHHBIX Yrpo3 0e30macHocTy
nahopmatud  (www.bdu.fstec.ru) ¢ yu€rom CIPYKTYPHO-QYHKIHOHAILHBIX
xapaxrepucruk THIOBEX MC, a Tawke NPUMEHSEMBIX B HAX WHOOPMAIHOHHBIX
TexHOMOTHI W ocobentoctedl dynxunonuposanus, 8 UC opraHos BIacTH MOTYT
ObITH AKTYAJIbHEL Cleayioune yrpossl desonacsoctd UCI1dn:

VBW.3 Vrposza aHainza KpHOTOrpauueckiX alropUTMOB H HX pealH3allny;
VBHW.4 Yrposa annaparsoro copoca napons BIOS;

YBH.6 Yrposa BHepeHHs KOG HIIH JaHHBIX]

VBEW.7 Vrposa Bo3aeicTBHS HA IPOrPaMMBEl ¢ BEICOKHMHE ITPHBHJIET HAMH

VBH.8 Vrposa BOCCTAHOBICHNS dyTeHTHOHKAMOHHOH HHbOpMAaLuy;

VEHW.9 Yrposa BoceTaHOBIIeHAA npeabinyiei yaspamoil sepeun BIOS;

VBH.12 Vrpo3a JecTPYKTHBHOI'O H3MEHEHHS KOH(HTYpPALHW/CPeibl OKPYKEHHA
MPOIPAMM;

YBH.13  VYrpoza  AcCTPYKTHBHOIO — HCIHONL3OBAHWA  JEKIapHPOBAHHOIO
dyukunonana BLOS;

VBH.14 Vrposa JUIMTENBHOTO  YAEPKAHHA  BBIYHCAHTENLHRIX — PECYPCOB
MONBE30BATEAMH;

VBH.15 Yrposa gocTyna K 3aipmaeMeiy (Gaiaam ¢ Henosib3oBaHieM 00X0IHOTO
[TYTH,

YBU.16 Yrposa joctyna  Tokansibim (aiinam cepsepa nipu nomous URL;
VEW.17 Yrposa noctyna/nepexsara/mamencuus HTTP cookies;

VEM. 18 Yrposa 3arpy3ki HEWTATHOH ONeParHoHHON CHCTEMBI]

VBH.19 Vrposa sapaxenns DNS-kema;

VBEH.22 Yrpo3a u3dhITOYHOrO BbLAEIEHH ONEPATHBHON MaMsATH;

VYBH.23 Yrpo3a uaMeHeHHs KOMITOHEHTOB CHCTEMBI;

YBM.26 Vrposa nekamenus XML-cxemo;

YBU.27 VYrposa HCKkaicHHs BBOAMMON H BbIBOAHMOH Ha nepudepuiinbie
yeTpoicTBa HihopMaliiK;

VBEH.28 Yrpo3a HCIOJIB30BaHHs ALTEPHABHBHEIX MyTeH J0CTYNA K pecypcam;
YBH.30 ¥rpoza HCIOJIb30BaHHA HHopMaLuK AneHTHQHKALAA/
ayTeHTHOUKALNH, 3aJ1aHHONA 110 yMOJIYAHHIO,
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YbH.31 VYrposa ucnomssosanus mexay H3MOB @BTOPH3ALMH JUTS [OBLIICHHS
MPHBHIIEIHIT;

YBI.32 Vrposa ucnons30Bamis noamepHex undpossIX noanuceii BIOS:
YbH.33 Vrpoaa ucnonszosanns craGocreii KOJIHPOBAHHA BXOAHBIX JAHHLIX:
YBWU.34 Yrposa ucnonszosanns enaGocreis NPOTOKOIOB CETEBOTrO/ JIOKANBHOTO
o0MeHa TaHHBIMH;

YBH.36 Yrposa ucenenosauus Mexannsmon paboTEl nporpamMmei;

YBH.37 Yrposa uccneposanus HPUAOAKEHHA 9epe3 0TYETE! 00 o1mbkax;

YBWU.39 Vrposa ncuepnasus 3anaca KIoYueH, HeoOX0mMbIX A5 0BHOBICHNA
BIOS;

YBHU.41 Yrposa mexcaiiTosoro CKPUITTHHTA;

YBH.42 Yrposa mexcaiitosoii nonnenxu 3arpoca;

YBH.45 Yrposa napymienus u3onsiuu cpenwt uenonuenus BIOS:

YBH.49 Yrposa Hapymmenns uenoctHoCTH ammmix Kella;

YBH.51 Yrposa HeBO3MOKHOCTH BOCCTAIOBTCHHS cecenn padoTet na [19BM npy
HEIBOE M3 DOMEKYTOYHBIX COCTONHMI ITHTAHMUS;

YBW.53 ¥Yrposa verosmokroctn YNpas/ieHHs paBaMH 11o/ip30BaTenei BIOS;
YBU.59 Vrpoza HEKOHTPOJIHPYEMOIO  pocta  4Hesa 38pPC3EPBUPOBAHHBIX
BBIMHCITHTEIbHBIX PECYPCOB:

YBI.62 Yrposa HCKOPPEKTHOIO MCMONL30BAHAA IPO3PATHONO NPOKCH-cepBepa 3a
cu€r nnarkHos Gpaysepa;

YBHU.63 Yrposa nekoppexrHOro HCIIOTE30BAHHA QY HKUHOHANA NPOrPAMMHOIO
obecreyeHus;

YBHU.67 Yrposa HCTIPABOMEPHOI'O 03HAKOMIICHHS C 3aLAIIACMOI HH(pOpMALHEi;
YBW.68 Vrposa HEMPABOMEPHOI'0/HEKOPPEKTHOTO HCMONb3OBAHHS HHTepeiica
B3AUMOJICHCTBHA C NIPHIIOKCHHEM:

YBH.69 Yrposa HCTIDABOMEDPHBIX IEHCTBHIT B KaHANAX CBS3H;

YBU.71  VYrposa HECaHKLHOHHPOBAHHOIO  BOCCTAHOBICHMS YAaNEHHOH
3amnnEaeMon undopmaimu;

YBH.72 ¥Yrposa HECAHKIHOHHUPOBAHHONO BLIKIIOYCHHS HITH 06X0ma MEXdHHM3IMa
3alMTHI OT 3amucu B BIOS;

YBH.74 Vrpoza HCCAHKLUMOHMPOBAHHOTO  JOCTYNA K Ay TeHTHOUKALHOHHOI
HH(popMaLHY;

YbHU.86  Yrposa HECAHKUHOHHPOBAHHOTO  M3MeHeHMs Ay TeHTHHKALMOHHOI]
HHOpMALINH;

YBU.87 Yrposa HECAHKUHOHMPOBAHHOTO MCIOMBIOBAHUS [IPHBHICI HPOBAHHLIX
pyHkuuii BIOS;

YBU.88  Vrposa HECAHKIMOHHPOBAHHOrO  KOMMPOBAHHA  3AUTHINAEMOT
urhopManmy;

YBH.89 Yrposa necan KIHOHHPOBAHHOIO PEAAKTHPOBAHKS peecTpa;

YBHU.90  Vriposa HCCAHKUMOHUPOBAHHOIO  CO3/aHMA YHETHOH  3anmucy
TOJIB30BATENS; ’

YBH.91 Yrposa HECAHKITHOHMPOBAHHOTO YIATCHHS 3aLHIIASMOL] HH(OpMAaIHHK;
VBU.93 Vrposa HECAHKIIMOHHPOBAHHOTO YIIPABICHHS Oyhepom;




YBH.94 Vrposa HecaHKUMOHHPOBAHHOTO  YIpaBICHMS CHHXpOlH3auMeil ©
COCTOSIHHEM;

YBW.95 ¥rpo3a HecanKUMOHHPOBAHHOTO YIIPABICHHS YKA3ATCISMU:

YBHU.98 Vrposa oOuapykeHHS OTKPBITBIX TIOPTOB M HiaeHTHGHUKaIHK
NPUBA3AHHBIX K HEMY CETEBBIX CIyk0;

YBH.99 Vrpoza oGHapyxeHHs X0CTOR:

YBH.100  Vrposa 00Xx0/la  HEKODPEKTHO  HACTPOEHHBIX  MEXAHH3MOB
ayTeHTHhHMKALIHY;

YBM.102 Vrposa onocpeiosaHHoro yrpasnexus TPYONOR TmporpaMM  udepes
COBMECTHO HCHOJIB3YEMbIC JaHHLIE;

YBH.103 Yrposa onpesenenus THIOB 00LEKTOB 3aLIHTBL

VBH.104 Yrposa onpeaenenns ToH0I0rHN BEIYHCTHTEILHOM CeTH;

YBH.107 Yrpo3a oTkmouenus KOHTPONLHBIX AaTYHKOB;

YBH. 109 Yrposa nepebopa scex nacTpoex u napaMeTpoB MPHIOHKE HHA;

YBH.111 ¥rposa nepesaun 1aHHBIX 110 CKPBITBIM KaHaTaMm;

YBU.113 Vrposa nepesarpysku anmapartpix 1 MPOrpaMMHO-AIITAPATHRIX CPEICTB
BLIYUCTHTENEHOM TEXHUKH;

YBH.114 Yrposa nepenonHenns UeN04HCISHHBIX TEPEMEHHBIX:

YBU.I15 Vrposa nepexsara BBOAMMOH M BBIBOAAMON Ha nepuhepHitHbIe
YETpo#cTBa HHOPMALIHH;

YBH.116 Yrposa nepexsara naHmusix, MepenaBaeMbIX 110 BLIYHCITHTENLHOM CETH;
YBH.117 ¥Yrposa nepexsata NpHBHIErHPOBAHHOTO NOTOKA:

YBH.118 Yrposa nepexsara npusuierupoBaHHoOro npouecca;

YbH.121 Yrposa noBpexieHns cucTeMHOTo peectpa;

YBH.122 Vrpo3za noBbIICHAS MPUBUASTHI;

YBH.123 Yrposa noabopa napons BIOS;

YBH.124 Yrposa noanenku sanucei xypuana PerHCTpanuu COORITHIA,

VYBU.127 Yrposa noamens! eficTBus nois30Batens nyTém oOMana;

YBH.128 Vrposa noMeHbl A0BEPEHHOTO NONB30BATENS,;

YBH.129 Yrposa noamens! pesepsroii KOMHR NPOrpaMMHOrO obecneycus BIOS;
VBU.130 Yrposa noamMeHs! ConepHMOro CeTeBbx pecypcos;

YBM.131 Yrposa noamensl cyGbexra ceTeBoro aocTyna;

YBM.132 Vrposa nonyuenus npeasapuTensHoil HHpopmatme  of  ofwexte
3ALLMTHI;

YBW.139 Vrposa npeojionenus husnteckoit 3ammrsl;

YBU.140 Yrposa npuse/icHAs CHCTEME B COCTOAHME "OTKAS B 00cyKHBaHHK";
YbW.143 Vrposa nporpaMMmHOro BeiBelieHHS M3 CTPOS CPEACTE XpPaHCHHS,
00paboTky 1 (uiH) BBOJA/BRIBOAA/ IEPRIAYH HHpOpMAaIIm;

YBH.144 Yrposa nporpammuoro eGpoca napons BIOS;

YBH. 145 Yrposa npormyeka nposepkH HenocTHoCTH MPOrpaMMHOTo obecneueHns;
VEW.149 Vrposa c6os o6paboTki cremnaibabiM 06pazom H3MEHEHHBIX (aiinos;
YBH.152 Yrposa yaanenus ayrentidukauronHoii nndbopmaium;

YBH.I53  Vrposa ycuneHus BOSNCHCTBHS HAa  BLMHCIHTETLHBE pecypehI
MOALI0BATENEH TIPH TIOMOLIH CTOPOHHHX CEPBEPOB;
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YBH.154 Yrposa ycraHoBKM ya43BHMBLIX Bepcuii OGHOBACHHS M POrpaMMHOIO
obecneuyenus BIOS;

YBH.155 Yrposa yrparsl BEIMHCAUTENBHBIX PECYPCOB;

YBH.156 Yrposa yrpatsl HocHTenei uuhopMannm;

YBH.157 V¥rposa Qusnueckoro BbiBeneHMs M3 crpos CPELICTE XPAHCHHSA,
0bpaboTkH 1 (MIH) BBONA/BRIBONA/ IEPENAYH HHBOPMALHH;

YBH.158 ¥rposa dopmarviposanus Hocureneh nndopmalnm;

YBH.159 Vrposa "dhopenposannoro se6-Gpay3usra”;

YBH.160 Vrposa xuIUEHHS CPeNCTE  XpaHeHHs, obpadotkn  ® (HiH)
BBOJI/BLIBOAA/TIEpEia T HHOOPMALIHH;

YBH.162 Yrposa skenmyaraunn uudposoi moarucu IIPOrpaMMHOTO K0/1a;
YBH.163 Vrposa nepexsata HCKMOUeHHs/CHTHANA M3 NPUBHIIETHPOBAHHOTO
Onoka QyHKLHA;

YBH.167 ¥rpoza 3apakeHns KOMIBIOTEpa NMPH MOCCHICHAH HeGIArOHAEKHBIX
CalTOB;

VBH.168 Yrposa "kpaxu" yuéruoii sanucu JIOCTYTa K CeTEeBBIM CEPRHUCAM;
YBH.170 Yrposa senpapomeproro wudposanus nHdopManun;

YbH.171 ¥Yrposa ckpeITHOTO BRIIOYEHHS BEIUHCIHTEILHONO YCTPOHCTBA B COCTAB
0oT-ceTH;

YBW.172 Yrposa pacnpocTpaHenns "MouToBbIX Yepaeii";

¥YBH.173 Yrposa "cnama” se6-ceprepa;

YbH.174 ¥rpoaa "dapmunra”;

YBW.175 Yrposa "puumnra";

YBU.176 Yrposa HapylueHus TeXHOIOIHYECKOTO/IPOH3BOLCTBEHHOTO npouecca
H3-32 BpEMCHHBIX 3aCPIKEK, BHOCHMBIX CPEACTBOM 3AILNTI;

YbU.177 ¥Yrposa HenoATBEpHASHHOIO BBONA MAHHBIX ONEpaTopoM B CHCTEMY,
CBA3AHHYIO ¢ De30MacHOCTRIO;

YBH.178 Yrposa HecaHKIHOHMPOBAHHOTO HCIIOB30BAHMS CHCTEMHBIX M CETeRLIX
V' THITHT,

YBM.I79  VYrposa  HecauklMOHHPOBAHHOMN MOAHGHKALMH  3AUMILASMOTH
HH(pOpMALIHH;

YBH.180 Yrposa otkasa nogcuctems! obecreucans TEMIEPATYPHOTO perkrMa;
YBH.181 Vrposa riepexsarta OZHOPA3OBEIX napoied B peXUME pealbHOTo
BPEMEHH;

YBH.182 Vrposa dusnyeckoro yerapesanus anmapaTHLIX KOMIIOHEHTOB,
YBU.183 Vrposa nepexsara ynpaeneuus ABTOMAaTH3HPOBAHHOH  CHCTEMOI
YIIPAB/ICHAA TEXHOIOMHYCCKHMHE [IPOLIECCAMMH]

YBH.185 Yrpo3a HECaHKIHOHHPOBAHHOTO W3MEHEHNS MApaMeTpoB HACTPOMKH
CPEACTB 3aIMThl HHGOPMAIIHK,

YBH.186 Yrposa sHenpenus BpeloHOCHOr® koma Hepe3 pexiiamy, CepBHCHI H
KOHTEHT;

YBH.187 Vrposa wecankumormposannoro sdsaeifcTsug na CPENICTBO 3AlHTR]
HH(OpPMAaLIHK;

YBU.189 Yrposa mackuposanus neicTsHii BPENOHOCHOIO KOMa;




YBU.190 Vrposa BHEIDCHUA  BPEJIOHOCHOTO Koma 33 CHET TocewcHUs
3apaeHHBIX CaliToB B ceTH WUnrepuer;

YBH.191 Vrposa BHCAPEHUA BPEIOHOCHOrO K014 B AHCTPHOYTHB NporpamMMHoro
obecreyems:

YBU.192 Vrposa HCTIONb30BAHMSA YAZBHMBIX BEPCHI MPOrpaMMuoro obecrnesenus:
YBH.193 Vrposa YTeukn wuHOpMalUK 33 Cyer NPHMCHEHHS  BPeOHOCHKIM
MporpaMMHBIM o0ecneyenuenm IFOPUTMOB WH(POBanHS Tpaduka;

YBH.198 Yrposa CKPRITHOW perncrparmm BPCIOHOCHOH nporpamMmuoii YUETHBIX
3anHeel AAMHHHCTPATOPOE;

YbH.201 Vrposa YTCUKH  TIONIB30BATENBCKHX  AaNHbIX [PH  HCTIONL30BAHHHK
byHKIHii ABTOMATHYCCKOT0 3aMoNHe s aYTeHTH(pHKALHOHHOH HHOOpMAIMK &
Opaysepe;

YBU.203 Vrposa YTeUKH HHOOPMALHH ¢ He HOAKIIONEHHBIX K cet Muteprer
KOMIBIOTEPOB;

YBH.204 VYrposa HECAHKITHOHUPOBAHHOIO H3MEHeH s BPEAOHOCHO# nporpammoii
3HaYeHHH napamerpos HpOrpaMMHpyeMBIX TorHueckix KOHTPOILIEPOE;

YBH.205 Yrposa Hapyienus paborn KOMIBIOTEPA M OA0KHPOBanKs nocTyna k
Cr0 [aHHBIM H3-33 HEKOPPEKTHON pabotel yeranosmenHbix 1a HEM cpejcrn
3aLATEL

4.2, Vrposamu Besonacnoctn EPCOHANLHBIX NAHHBIX MPH Hx oBpaborke ¢
Mcnonb3osannem CK3H asasmores:

4.2.1. co3nanme cnocoboB, mnoarotoska u NPOBEJICHHE artak Oes
[IDHBIEYEHHS CIEUHATTHCTOR B obnacru Pa3paboTki U aHanusa CK3H;

4.2.2. coznmanue CnocoboB, nmoaroToska u NPOBE/ICHME aTax Ha PasHYHEIX
JTanax KM3HeHHOro uukna CK3U. K ITanaM JKH3HEHHOrO mHMKkna CK3U
OTHOCATCA: paspaboTka (MoztepHm3anys) YRa3aHHBIX CPeNCTR, MX NMPOHIBOACTRO,
XPAHEHHE, TPAHCIIOPTHPOBKA, BBOJ B IKCITyaTalnio (nyckoHananosie paborer),
IKCIIIYATALHSH:

4.23. nposenenne dTaKH, Haxoasch BHe MpocTpaicTsa, B npenenax
KOTOpOro ocymecTsaseTes KOHTpONE 33 npebbiBannem u neHicTaiamu THL H (HJTH)
TPaHCNOPTHLIX ~ CcpeacTB  (namee - KOHTpo/iHpyeMas  3oma). ['panunei
KOHTpOmTUpyeMoi  30HE  MOwer OBITE! HEPHMETP  oxpausemoii TEPPHTOPHHI
OPraHusalum, orpaskaaromnue KOHCTPYKIIHH OXpaHseMoro 3ManuA, oxpansemoi
HaCTH 3MaHnA, BhIAene HHOrO MOMETIeH S, '

4.2.4, npoeenenne na Jranax paspabGorku ( MOIEPHH3AI[HH ), NMPOH3BOJCTRE,
XpaHeHus, TpaHenoptuposkn CK3U A JTame BBoAa B dKCUVaTALHIO CK3H
(MyckoHaNan0uHEe padoTsl) cnenyronmx arak;

BHECCHHE  HeCaHKLMOHHPOBAHHLIX H3MCHeHHWH B CK3M ¢ (unw) B
KOMITOHCHTBI annaparupix u lIPOTPAMMHBIX  CPeAICTB, coBMecTHO ¢ KOTOPLIMH
MTATHO tﬁymcunouﬂpym’r CK3H, = COBOKYIMHOCTH [IpencTaBnsaion e cpeay
byHKUHOHHpOBANHs CK3H, koroprie CMocoBHLl NMOBAWSTL Ha BBITIOJTHEHHE
npeabiasiaeMelx k CK3H TpeboBanuil, B ToM wguege C  HCOONL30BaAHMEM
BPENOHOCHLIX NPOrpaMm;
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4.2.5. nposejieHye arak Ha yrane sxennyaramus CK3U ua:

NEePCOHANbHBIC TaHHEIE;

KIOUEBYIO, 2Y TEHTHGHULMPYHOIIYIO H Maposbiyto HHbopmarmio CK3U;

[porpaMMHeie koMmoHeHTs CK3M;

annapaTHele komnoreHTE CK3H;

porpaMmHubie koMnoHenTtsl CP, piuodas nporpammuoe obecreucHme
BIOS;

anmnaparHsie KoMnoHenTs Cd;

JaHubie, Nepe1asaeMbie 10 KAHAIAM CBA3H,

4.2.6. noiy4enue W3 HAXOJALIMXCA B CBOBOIHOM JIOCTYTIE WCTOMHHKORB
(BKMOUas HHYOPMAIHOHHO-TENEKOMMY HHKAITHOHHbIE CETH, AOCTYN K KOTOPLIM HE
OTPaHUYCH ONPCACACHHBIM KPYTOM JIMI, B TOM 4HCHE WHGOPMALHOHHO-

TCTCKOMMY HHKALHOHHYIO ceTh "HuTeprer") undopmaunn o6 UC, B kotopoi

nenonksyercs CK3U. IMpu sTom MozkeT GuITE MoyueHa cieayonas HHpOpMALHI:

obmue csenenns o6 MC, B koropoit wenonssyeres CK3W (HasHaveHHe,
COCTaB, ONepaTop, 00bEKTH, B KOTOPBIX pasMelleHs! pecypest MC);

CBejIeHHs 00 MHPOPMALUMOHHLIX TexXHONOrHsX, Gazax mammsix, AC, T1O,
nenoabsyemerx B MC  coBmectHo ¢ CK3M, 3a wuekmoueHHeM ceeaeiuii,
COLCPAALIMXCH TOJNLKO B KOHCTPYKTOPCKOH TOKYMEHTAIIHH Ha HHMOPMALMOHHbIE
TEXHONOTHH, Dasel gaHusix, AC, [10, ucnonbsyemsie 8 UC coemectio ¢ CK3U:

COAepraHHEe HaxonseHcss B CBODOJHOM JIOCTYNE JIOKYMEHTALMH Ha
ALApaTHBIE U NporpaMMHbie koMnouenTsl CK3M u Cd:

obIHe CBEACHNA O 3ALMILIAEMON HHDOPMALIHH, HCIIONIB3YEMO B mpoliecce
akcnayatauun CK3H;

CBEICHHA O KaHaax CBi3H, IO KOTOPEIM nepeialwTes samumaembie CK3U
NEpCOoHaNbHBIE JaHHBIE (lanee - KaHAN CBAIN);

4.2.7. npUMEHEHHE HAXO[AUWMXCA B  CBOBOTHOM AOCTYINE WM
HCMONB3YCMBIX 34 mpenesamu KoHTponupyemoit 3ouel AC u T10, Bxmouas
anmnaparHele H nporpammusie komnonenTsr CK3HW u Cd;

4.2.8. nonyueHue B paMkax MpeLOCTABNCHHBIX MONHOMOYHI, a TaKKe B
pesylbTare HabmozeHui cieayomei uudopmarnm:

CBEACHUH O QHIMYCCKUX MEPax 3aliHTh 0GBEKTOB, B KOTOPHIX PA3MELIeHk
pecypest UC;

CBCICHHH 0 Mepax mo obecnevyeHuio KOHTPOJIHPYEMOH 30HbI 00BEKTOR, B
KOTOPBIX pasMeiiens! pecypen MC;

CBEACHHH 0 Mepax 10 pasrpaHHYEHMIO H0CTYNA B TOMCIICHHS, B KOTOPBIX
Haxomsrea CBT, Ha kotopsix peannsosans: CK3U n Cd;

4.2.9. HCMONB30BaHHME INTATHBIX  CPEJCTB, OrpaHHYEHHOE  MEpamm,
peannsoBanieiMi B MC, 8 kotopoif ucnonssyercs CK3H, u HAIPABIEHHBIMI HA
IIpEIOTBPAIICHAE H MPECeYeHHEe HeCAaHKLIMOHMPOBAHHEIX AeHCTBHH,
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